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(54) INFORMATION PROCESSING DEVICE 
(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent an unauthorized 
access to the data which are handled by the information 
processing device. 

SOLUTION: The device composed of a PC3 and an 
antenna 8 which receives pay satellite broadcasting 
signals, etc., and an IRD (a digital satellite broadcasting 
tuner) 1, both of which are connected to the PC3 
through an IEEE 1394 bus 2. IN the PC3, an IEEE 1394 
controller 4 which conducts an l/F control of the IEEE 
1394 bus 2, a storage device (HDD) 6 which stores the 
data, etc., received by the IRD 1, a CPU 7 which 
controls the entire system, a main storage 7a and a 
MPEG -2 decoder 9 for contents reproducing, etc., are 
connected through a PCI bus 5. In such a constitution, 
each of the HDD6, the IRD1 and the decoder 9 is 
provided with a certifying.ciphering. deciphering unit 14, 
that certifies the party to which data are transmitted, 
and certifying. ciphering.deciphering units 12 and 15. 
Then, certifying of each among the units 12, 14 and 15 

and data ciphering/deciphering of the data, which are flowing in the data transfer paths 
including the buses 2 and 5, are conducted. 
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c C a r d<7U9WS4VN- K»>x74fl[5«^-C 

_ti^F^Tfig-C*^5 0 ^tt^fi, Si:PCTOffiffl«ri»«t 
[0 0 10] T RD©»* V IEEE I 3 9 4 ^ J: 6^ 

Ma c r oV i s i on|:fcSJ;5 feWiifkift tjWiiU&ft 

Ac r u x ^ h nmm x z & t ^ ^ 



(3) 



*SH*Pl 1-I611 



[0011] 1EEE 1 3 9 4I1, ^(D7n h ^/l^tt 
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[0 0 14] U\\ib. 3^r^^^PC^flXt)iA*tbfe 
i^, ^^ey, PCI/^, a-Kt^^^, DVD-R 
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c^^ai^-ftv^o 
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ft fcswft itii, ^m^m<D^^mi^h 
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[0 0 2 4] J: *9 ftffctotdte, — ffl t LT, P C ICT I 
RD§ SrflB x. fe*fHlf * r- a £^ig-r 6 

Itt^yry^xyh^^ytf^ I RD«l:t 
aiE«9BSr»^. HDD^ttPS«-ffc;Lr5SfIi--6o H 

[0 0 2 5] 

[^o^flfccD7£fi§] J^T, ##M<0^iS<^ffii£[aifii 
[0 0 2 6] (USSojfcflg i ) EI l (3, *3BW<a-3ltti 

So 

[0 0 2 7] ff»*S^3£«*>fi:««:tT 9Tyrt 8 (1 
tfWf&Miftaio-tr*^ VT^Wm^fto I RDli:«. 
^^tlT^o«9, IRDIIilEEEl 3 9 4/<X 

2 4riiLT'«— y-^vi^vt 8 *.— 9 (PC) 3(rt£j&L 



[0 0 2 8] PC30rt»-e!t -ftltLt, PCW< 
^5^iMt, I EE E 1 3 9 4^;* 2 t CO I /Fjjljffll 
<g&lT0 IEEE L 3 9 4 = y ho-74 x IRD1C 
TSWSixfc^-^^^SrtT^KIftSg'B (HDD) 
6, ^ffctfDfjjfJ^P^rf? 3CPU7, C PU 7^(HiJ^^^' 
D >/ =7 * $ *L£ ^gstg 7a § L 

[00 2 9] *^10^i<0i|^, I R D 1 ttrtfiBf- I 
EEE 1 3 9 4^* 2 I / F ffilJW^^fr 9 T EEE 
1 39 4nyhn-7llh IEEE139 4^;* 2 

• BE3?<d»«5«:?t 9 BSE • W»fk • m^k^-- y h 1 2 £ 

[0 0 3 0] — # % HDD6 0rtail:il, 

co/<73yhp-7 i 3 LT^^£<OF^T^S:£*L 

43H!x.T^So 

[003 1] P.C3m^ PCI^5C 

tt, MP EG — 2t=i — ^ 9 $ ix, rcDMPEG 

-2f3-^9lt PC I^^5SrSftbr«S*ix-6 

BE* WWb'-IKWfcM* hi 5. *s»ttfen, 
£*L7tx — :m, TtPi/TV^lO^ltr^f 

[0032] HDD6 rtfflS^BBE • • ffl 5Hb^- = 

y M 4 tt, I R D 1 rtSfSco^mE • Hff^fls • '<M^ik^-~ 

3/M2i©ffl-C, lEEE 1 3 943yhn-7l 
1, IEEE 1 3 9 4/<72, I'EEE 1 3 943^K 
a-74, PC I^^5i£rjiC^:W«O»S^J:0»iE 

fc3yry^r-^^HDD6l^6 0 ^ 60|^, l 
EEE1 3 9 4/<^2, PC I ^5«:gSt5©fC 

T £ tit v * 5 co -CW-S&T* # u \ 
[0 0 3 3] *mM<DMmCDt&&, IEEEU941 

*&{co^^ng^t: < i:(7)Jgi/>(i > PC3 <Dfa£$iz$si 

t>BS*ft3&S»fc*tTV*5r tt'fcSo I EEE 13 9 4 
IEEE 1 394ayhP-5ntI 
EEE 1 3 9 4 ^yho-74^ OW]Ojft4>^iBff &K 

o^-n&^-fb^tb, p c 3 p^^cop c i 5 T*«¥-S:-e 
^^8iaxs« hh^, pc 1 ^^5co^^— ^t?^— 
ztmn&Za ztn-xti,^ #mmo»\m 

T RD 1 rt»^HDD6iriMl£n'57 f — ^ft, I 

r d 1 dimonUiE • flff • fg^-fb^r. |y k 1 2 ;cnff^ 
■CBp-S-ftSttfcSStt^'C PC I/<7 5{:^^t^r 
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[0034] BfiE*«/jci^— iKWft«F*fb"ert. fcPsfi* 
— ^pgp^-ft$tt/j:v^^{f®-e^^t>p c i s*? i 

EE El 3 9 4'<* 2%m%^k\Zfj:Z > <D'C s AfSiE^r — 

*E#ttlW!*-tA*tS: fcjWH*fti\, ceo 
L /j>ft t ^ UflB^~ofi S «:» 6 -C fcft < ttX 6 ft 

[0 0 3 5] HDD 6 ^Rf^L bH/c 7^—^11, HDD 6 
Mxa^^^ — *£l^x.£fc* HD D 6 ^fr^pf *a 

sft4*a^fc^ o 

[0036] mmcowm 2) mc<mix\ pc3© 

II D D 6 —Wm lst—r-? t^M^r- ^T'^o <D 

[0 0 3 7] H D D 6 CM $ixfcf - ^ P C I a'x 
5 ^ilDTMP EG- 2^^-^9Ci^tbtl, T^n^ 
TVffl^ 1 0 Ltf^^^K 10a idtfcj^^tb 

£ 0 HDD 6 tMP EG- 2 ^ — ^9 CO^CDf*— 
«9 1& 9 HD D 6 «OKB • WF*fb • m^4k^~ y 
hi 4 tMPEG- 2r"^—V9M(omm • n&^fb • m 

?rik^-=- y b i 5 1 (Dffl-?<Dmm&&m-?h *> , * 

BE S tiX V > * 0>-CBfli£ o fcffi ^ic^- ^ £ j£ * - £ J* ft 
[0 0 3 8] HDD 67^^- * 0 ffif |:|iHDD 

PEG-2r='-^9^oTI/^^\ MPEG-2f 

t\ mmmm&^?Lz>-j£<D£ft$:? 9 r tftrmtf ft 

P C 3 Ci&o fc-r — * *;>fl«;bix;&\ 3 tr-icBar* =« > 
[0 0 3 9] ItUi, PC3(Cid(t^DVD-V i d e 

n <o n & en -m^mr& km#>xlBLX\i*Z>&* T-Wifc. 

tttf3jm*wefc5jfta<:*s < aft*. mzm*.*m 



Tfe*.iSiwB8U-Ctt, hdd 6 j&sjt?**,^—*!*^ - a» 
P?^^ tr— LT£/i^OT*& 6 4>ft<£r^<£>^ 
-^il»{:SIW^7-n^5 s o$*k CD-R 
OM^FDD(C:fcMt3^»ttft^ tT— ^n^^ MSffi*3ffi 
DVD-R OMCfclt^r^^ I 
D J: 5 ft^o-fV^ ^IS^cottSHt fc «n£ 

it, m*mm*fKttm»to* mi^<Dk*-\cm^-m^m> 
tu^^tu «ff^*»i^wflBft<D-c*><*-et 

HD D 6 ft&<Dmm&m Ur L*»W«*A^"t-* C <ir ti* 
[0 0 4 0] MPEG-2WHIfeKI8e>"*\ f-^«9 

£\ BaE^a-ct^fti^r^-ettH^-egrftiv 

n^m^^mftv>j: 9t--r*. rtp^^e-^-K^ 
stt^>, §0 a y k o -^Srf MTt sit 

#fti\> 

[0 0 4 1] ^fc, lf(DHDD«tnt-H^§ 

»ffiE«te<z>an i^h d d 3 r & 1 1 iim^ftv * 

*tl5v »)^l2t'liMPEG-27^-y9{: 

[0 0 4 2] U±<v£o^. fl^[:a~f^r-^^ 
*>W!E«SrBaffii-Sd»Lftt-^*3> hn-^t6li 

[0 0 4 3] (3^J6<o0ffi3) B2ii, ^JSM^WWfe 

[0 04 4] |gfff.«, mm<DWm l \C*3\,^X& IRDI 
t H D D 6 OBD-C, $ZM<D)&1& 2 i;fc^tllH D D 6 

<b M P E G - 2 ^ = — y 9 b <nmx?xt>irhZ> 0 

[0045] ztnt. mmia*~®mzfft>tix\,*z> 
^m<oT/^^v xj»km— <Dh<n&i&?LZ)» m2xn, 

j&hffiWj:M%:7FLX\,^Z> 0 IRDI k H D D 6 ^sSlfiE 

[0 0 4 6] I RD lfl8«£J±;B?g«K p r (IRD)io 
iWMKpu (1RD) , HDD6|j}:|lg«K 
pr (HDD) ^ t j:^l»Kpu (HDD) ^^0 0 
^/c, ^^^-iffi^^-ftsr^r/y X^C (Key, D 
est) *3J:t«ft«-ftr^=ryXi,C' (Key, De 
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s t) £t$0 0 w^T'Ke ymtt^ritm. De s t fi* 

h^-^r*^6 (^^s/^S 1) 0 
[0 0 4 7] 7/^yXACt^BI«Kpu, SMBttK 

y P r **—b L Tfl§f £Hb L fcir — # 

C (Kp r , De s t) CSlt^BflBKp u^rl^t 
^a«"^kUfclS*"efc5C , (kpu, C (Kpr, De 

s t) ) ft— Sr*-*. itfr^<omc % r^^yxAcx 5 
^MtK p uSr^-t Ltlilf-ftL^r-^C (Kp 
u, Dest) I^LtSSaKpr^-^LtSf 
ftLfc**-C*><5C' (Kpr, C (Kpu, De.s 

t) ) fi-S-r£ 0 BP*>, aHftfft-eWf-fbLfcf*— ^tt 

t > LttWP«i«r*-«) Z>Z.k 14, Battle* afc-CHUt?* 

[004 8] HDD 6 iURDl 
mi"H#> HDD6ttIRDll:»U S#04kM«Kp 
u (HDD) ^r^t-r^ UTJ/XS2) 0 

[0 0 4 9] I RD l tecttSrSttlS* 
R (I RD) :MSi:UKpu (HD 

D) SrW^fWS. rix£Cl=C (Kpu (HD 
D) , R (1RD) ) <t-^i- D 1 RD 

lttw g^«t^^Kpu ( 1 RD) 

[0 0 5 0] HDD 6 ttS«t8l-3^:»ff-&"C*>SC 1 £r i 
^OHg^i-C«^ft:-rS 0 rixSrR' ( I RD) = C ' 
(Kpr (HDD) , CI) "Cato Itlli, tk<DR 
(IRD) fd— ft-rStt-f-CfcS. HDD6firjxSrffi 
f^liKpu ( (IRD) -CB»^fbLfcJ|£«-C*>a 
C2=C (Kpu) IRD) , R (IRD) ) & I R D 

lfcasffirt-s. wwmc i#-ea»R.(HDD) £i§£ 

= C (Kpu (IRD) , R (HDD) ) SriSflrrS 

[0 0 5 1] I RD 1 I2C 2*«*HbLfc*S*-e*>S 
R" (IRD) =C (Kpr (IRD) , C2) <tft 
«»ca#36S»^"*-&fca»-efc6R (IRD) ftf 
S^ifS^fcBI^S. — @r*-*L«, IRDlCtoTH 
DD6ttBKSftfcwi:U:45 0 rKjW*SW-S i: , I 
RD 1 ttC 3^tg^-fbi-<5 D rixSrR' (HDD) = 
C (Kpr (IRD) , C3) "CSt, R * (HD 
D) ttR (HDD) (r— grr£f:H*-Cfc£o IRDlii 
m^Bg^fbLTHDD 6ir^ff^-^ 0 rtt^rC 4 = C 

(Kpu (HDD) , R' (HDD) ) X^-t 0 IflBiJ 
I RD llif-^lla/flO^-t^5K^L, 
C5=C (Kpu (HDD) , K) t fOX-fTf* (* 
7, Xfy/S 8) „ 

[0 0 5 2] HDD6liC4ML, R " (HDD) 



= C* (Kpr (HDD) , C4) trflfe«+S. Z*L# 
R (HDD) fc— fti-fttf, HDD6l'to"CI RD 1 
ttBSESJxfcr fcttifca. m&SttT, HDD6HK 
= C (Kpr (HDD) , C5) fr^jfi-fS. 
[0 0 5 3] «±<D«|^(CJ: 9, ^SVM^SV^BfiE 

[00 54] xJ2\ I R D 1 twTSfg L feffflRI 
ttSOayf yyf- # (Data) «rIRDlA>f>H 

fiSt-*ifi#— KSrffl^T. BfiE • Bfr»ffc ■ ftHMbsL- 
y V 1 C6 = C (Da t a, K) t LTBS^fk 

Ztbfrr-** hy— ^C6^HD 
D6^^I5 tUf (^Tiy^SlO, ^^Sl 

Do 

[0 0 5 5] roC6Sr$«tfcHDD6«TO, C 

(C6, k) mt, c efctt-fMbLr^coa^^yf* 

(Data) «r#-C8E«jK(*«-:»*«li-6 (SI 

2) 0 

[0 0 5 6] HDD6l:ft^^Wc^yry7r 
MPEG- 2x^-^9(^111^^:1^ 
2HS48©HDD 6tt, [3 2(c4o{ta I RD l b%tmt£9h 
fls*frV\ $:itM<DM PEG-27^-y9ll, 0 2 11 
felt«HDD6-fc^ft»f^*rfT5Ci:-t?, HDD 6 fc 
WtSVMCteSrBE-C* 6 £ fc 
PCI 5 SrifefxS =" is^risyy* — ^ fij^#o@ 
Wo^iffi^-K^rne^^tbTt^t^^^^, pc 

Wit -C 

[0 0 5 7] PiC, IRD1H, PCIv^5^ 

*LT, KSW^, MPEG-27^-y9i:3yry 
yy*~* (Data) «r5SW Ltr -f 1 0 a — 

<Dft&mtl&¥rt>1t%>m&ia^ §lflOMPEG-2 
f3-^9^ H«c:43»tSHpD6 i^fli*»^Srtr5 
w<tT% I RD 1 tMPEG-273^9liB^i| 
*rBBE"C#*fcJ:t>^ P C I 5 ZffitiZ = 

AR£tt&fctf> % ' PC I^SSriSnS^Vfy^-^ 

[0 0 5 8] J^±co J: 9 C *SEJft«>*tt<!!>S£«-e«:, 
(IEEE1 39 4/^2^PC I 5 ) {dli 

[0059] H2«)Mr-ii r;u=ryxA©ftftr\ ^ 
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[0 0 6 0] K±**W#^J:oTftSnfc*W«rjgj« 
[0 0 6 1] fctxfcf, JLSE*>«-CHU TIE{£ffl^^co 

{co^T^L^^^ -ntrps^-r, /-^ill IRD 
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